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Quick Guide

Token Unseal Wizard — LRAQO: Unsealing of
prestaged smartcards (issued through RIO,
instructions for end customers)

Status: released V2.0

Once the certificate recipients/users have received both their personal prestaged smartcard and the
Unseal document in the RIO process, they can unseal their smartcard. To do this, they must go to a
workstation, preferably located in the federal network, which has two card readers and at which an-
other person has already logged in.

After starting the Token Unseal Wizard, the smartcard to be unsealed is inserted into the second
reader. After entering the eTicket number listed on the unseal document, the wizard searches for the
card and certificate data on the central system. The certificate recipients/end users are prompted to en-
ter their personal PIN and revocation phrase (question and answer).

The wizard then uploads the certificates to the smartcard, stores the revocation phrases centrally, and
secures the smartcard with your personal PIN of the certificate recipients. The card is now activated

and fully functional.

A tutorial video and process description can be found on our PKI homepage.
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https://www.bit.admin.ch/en/sg-pki-training-videos
https://www.bit.admin.ch/en/sg-pki-processes-token-unseal
https://www.bit.admin.ch/en/sg-pki-swiss-government-pki-en

Start the «Token Unseal Wizard» and click
«Next».

PUBLIC

Unseal - 113216748 - 0o x

Smartcard Unseal

Smartcard Unseal Application

“This wizard vl unseal your smartcard.

Insert the smartcard into the card reader. Your
smartcard should be recognized automatically.

Continue with «Next».

Hext >
T Smartcard Unseal - 1.132.16749 - o x
0 Smartcard Unseal
Smartcard Unseal Appheation
Select smartcard
Smartcard certificates and public keys.
Smartcard label Smartcard model _ Smartcard s/ 5 centficates _# public keys
]
s
select your smartcard
sack [ nen

You will receive the activation code from your
LRAO. This is required for the next step.

Serial Number: 31021E14BFAD007AGFDEB2B2B1ACFI9E
Mit Ihrer Unterschrift bestétigen Sie:
- den Erhalt der Smartcard,
- die Korrektheit der darauf abgespeicherten Angaben (insb. Name, Vorname, E-Mail-Adresse),
- ein Exemplar des Dokuments ,Rechte und Pflichten der Zertifikatsinhaber der Swiss Government PKI* erhalten zu haben und
dass Sie Ihren Pflichten nachkommen werden.

O, Datum
CN Enke Felix TEST TRAPSCY
E-Mail felix test enke@bit admin.ch

Unterschrift

Wenn lhnen die Smartcard ausgehindigt wird, miissen Sie diese sofort gemiss der beilisgenden Beschreibung mit Hilfe des
Aktivierungscodes entsiegeln und mit lhrem persGnlichen, nur Ihnen bekannten neuen PIN versehen.

Der Aktivierungscode fiir Ihre persdnliche Smartcard lautet:

Enter the activation code (eTicket number) that
you received by registered mail, encrypted
email, SMS, or by phone directly into the
fields.

Continue with «Next».

1 Smantcard Unseal - 1.132.16749 - o x

Smartcard Unseal

smartcard Unseal Application

O—@

Activation code

unseal ticket
WTicket- 1780 - EECC - BEGF - A3

Status
vaid unseal ticket
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You must enter the PIN for the smartcard. The
PIN rules will be displayed.

The revocation phrase must also be entered in
the same screen. The information contained in
the revocation phrases should be chosen so
that it cannot be derived or easily guessed by
third parties, but is familiar enough to you that
you can always answer the question without
any problems or doubts.

Then continue with «Next».

T Smartcard Unseal - 1.132.16749

Smartcard Unseal

Smartcard Unseal Application

® @ o

Unseal smartcard

Smartcard information
Inbel: Swiss Government Fil,  smartcard s/n: 14294EED75A43466

Smartcard PIH
Confirm PIN

]
PIN poliey:

- min 6, max 14

- must incuds letters with ot least one number or anly numbers (na simple sute)
o characters repested more then 3 times

Mot more than 3 Gfferent characters repealed

o sequences more thon 3 characters long

Question

Where is your birthplace?

Answes

bithpiacel

PUBLIC

Status
complste the informatans

Close the wizard by clicking on the
«Finish» button.

Back Next
0 z, nschatt Smartcard Unseal
E smartcard Unseal Application
© ® 3 ]
4 nish
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https://www.bit.admin.ch/en/sg-pki-class-b-forms-and-documents-library
https://www.bit.admin.ch/en/sg-pki-class-b-forms-and-documents-library
https://www.bit.admin.ch/en/sg-pki-class-b-forms-and-documents-library

