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Quick Guide

SafeNet Authentication Client (SAC)

Status: released V2.0

The SafeNet Authentication Client (SAC) is installed by default on your BAB client.
In the SAC, you can read all the information on the smart card currently in the smart card reader.

If an organization affiliated with the federal government (e.g. a canton) wants the SAC on its own office
automation, it must procure and distribute it itself.
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1. SafeNet Autentication Client (SAC) - Start
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2. SafeNet Authentication Client (SAC) - Version
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3. Smart card details (View Token Info)

@) SafeNet Authentication Client Tools = X

THALES

SafeNet Authentication Client 20 1?2e

/ Rename Token

*hhk Change Token PIN

Vuﬁrmama

° Start the SAC. N iy HF S Srarcad

Unlock Token

“ 1 ” \/OMN\KEY CardMan 3210
e Select “View Token Info”.

™
® Delete Token Content.

View Token Info

) Token Information: LyG - Klasse B X
SafeNet Authentication Client THALES
Token name LyG - Klasse B
Token category Hardware
3 3 Reader name Alcorink USB Smart Card Reader
You can also copy all the information (button: o e T
Free space 57168
Card ID (GUID)
Copy) ) Product name IDPrime 930
Card type |IDPrime
Applet Version IDPrime Java Applet 4.5.0.E
Mask version G286
Token PIN Present
Token PIN retries remaining 5]
Maximum Token PIN retries 5]
Token PIN expiration Mo expiration
Administrator PIN Presert
Administrator PIN retries remaining 5
Maximum administrator PIN reties 5
FIPS Profile FIPS 1402 L2
Common Criteria {CC) Profile CC EAL6+ (chip level)
Full Secure Messaaina (SM) Yes
Copy oK
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4. Change smart card label (Rename Token)

Do you have more than one smart card? Then you can assign each one its own label (freely se-

lectable).

® SafeNet Authentication Client Tools — b4

THALES

SafeNet Authentication Client 0126

V 1yG -Kiasse B / Rename Token
- Fhkk Change Token PIN
e Start the SAC. N ety e o
n
“ » \/OMN\KEY CardMan 3210 - s Teken
e Select “Rename Token”. ®
Delete Token Contert
p View Token Info
'@ Token Legon »
SafeNet Authentication Client THALES

e Enter your PIN in the “Token PIN”.

e  Confirm with “OK”.

Enterthe Token PIN

Token Name: LyG - Klasse B

Token PIN: eenens|

Current Language: DE

==

® Token Rename *
« Enter the desired token name (label) in the ~_>3feNetAuthentication Client THALE

“New token name field”.

INew token name: Smartearf fir XXX
d Conflrm Wlth OK - Current Language: DE

Use this name to identify yourtoken.

0K Cancel
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5. Change smart card PIN (Change Token PIN)

You can change the current PIN for your smartcard, which must still be valid, by using the “Change To-

ken PIN” function.

Important: Please note the PIN rules. You can find these on our PKI homepage under Class B -

Forms and documents library.

@ SafeNet Authentication Client Tools = X

THALES

SafeNet Authentication Client 20126

Vuﬂmw 3 / Rename Token
FRkk Change Token PIN
° Start the SAC. v%’:::;yﬂHPSkMabSmancard
n Unlock Token
« ” vOMN\KEYCardMan 3210 -
e Select “Change Token PIN”. ®
Delete Token Contert
p View Token Info
thalesgroup.com
&) Change PIN: LyG - Klasse B x
SafeNet Authentication Client THALES

IMPORTANT: Please note the PIN rules.

e Enter your current (and valid) PIN in the
“Current Token PIN” field.

e Enter your new PIN in the “Confirm PIN”
fields.

e Confirm with “OK”.

Curment Token PIN:

MNew Taken PIN:

Confirm PIN:

The new password must comply with the quality settings defined on the token.

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, 8. #. %),

Current Language: DE

Enter your current password.

oK Cancel
Change PIN: LyG - Klasse B x
e You will receive confirmation that you have
successfully changed your PIN. o
PIM changed successfully,
e Close the SAC by clicking “OK”.
] 4
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https://www.bit.admin.ch/en/sg-pki-class-b-forms-and-documents-library
https://www.bit.admin.ch/en/sg-pki-class-b-forms-and-documents-library
https://backend.bit.admin.ch/fileservice/sdweb-docs-prod-bitadminch-files/files/2024/04/15/fd379f21-5c66-4dac-affd-7cffd7c70efd.pdf

6. View certificates on smart card

e Start the SAC.

e Select “Advanced View” (Icon:
“gear wheel”).

PUBLIC

@ SafeNet Authentication Client Tools — X

THALES

[olo12e

SafeNet Authentication Client

/ Rename Token

*RkK Change Token PIN

VL’G'NEE&B

Chicony HP Skylb Smartcard
\/ Reader
\/OMN\KEY CardMan 3210

Unlock Token

™
® Delete Token Content.

View Token Info

Select “User certificates”.

w -[S) SafeNet Authentication Client Tools
W J Tokens

i Ly(3 - Klasse B

User certificates ||

Omphan Objects

<> OMNIKEY CardMan 210
404 Client Settings

The current certificates are displayed
with the following information:

1. Common name (CN)
2. Expiry date

3. Certificate types

(5) SafeNet Authentication Client Toels — X

THALES

SafeNet Authentication Client 20128

® Safellet Adhertioston Clert ool HE
4% Tokens
v LyG-Kasse B 1
- @ User certficates Issued To Issued By Expiration Date  Purposes
I Lyoth Gabrele TWz67t [z abriele wiss Govemme o ecure Ema, e
LT] yott ELythhell TWZE7B Sy G 29-Aug-2026 Se Email, Encrypted Fi
* 5] Lycth Gabriele TWZ67E  [illyoth Gabrele TWZ7B  Swiss Govemme...  29-Aug2026  Client Authertication, Smart
[5] Lycth Gabrielle TWZ67¢  [5]Lyoth Gabrielle TWZ67B  Swiss Govemme...  29-Aug-2026 Secure Email

> Orphan Objects
40k Settings
++<» Chicony HP Skylab Smartcard F
<> OMNIKEY CardMan 36210
46% Client Settings
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@ SafeNet Authentication Client Tools - X

THALES

SafeNet Authentication Client @0 128

. . SafeMet Authentication Client Tools [CANEAR =]
You can now select each individual o o
v %‘5 - Hasse B Cattficate:
- H H H t v B User certficat
certificate to obtain detailed infor- L e vz | St e —
5] Lyoth Gabriele TWZ67B i R e e A
t' b t t 15 Lyoth Gabriele TWZ678 ey It =
mation about It. [ Ot Obecn Vaiid from 25Aug2023
: 2§ Seftngs Validto 29-Aug-2026
|- Crioony Hp Skyiab Smartcand Reade | nended purposes Secure Enail, Encrypted Fle System
<> OMNIKEY CardMan 321 0 Friendyy name <Nene>
46 Client Settings
Private key:
Coptographic Provider  Microsoft Bsse Smart Card Crypto Provider
Conttainer name
Modius
Key size 2048
Key specication AT_KEYEXCHANGE
Token authertication an... Mo
[ _J
SafeNet Authentication Client Tools = X
2

THALES

SafeNet Authentication Client @0 i?2a

The unused keys are displayed under ‘,‘;:“"‘E'“ B
; » T e

“Orphan Objects”. e Tz

IE3] Lyoth Gabrielle TWZ67B

Issued To Issusd By Evpration Date  Puposes

~ [ Orphan Objects:
£ p11H040075781 7129
& p118d51a5520c08e60d3
42 p11842X54cB4¥ 7916
P p11#8d047d1c029Be=0f
£ p11#80633e2a0439143
& plitded7addob5c21513

> Chicony HP Skylab Smartcard Reade
<> OMNIKEY CardMan 321 0
463 Cliert Settings

thalesgroup.com

(S) SafeNet Authentication Client Tools — X

THALES

SafeNet Authentication Client 20192

Viewing the certificates B o et

~ @ LyG -Kasse B
'EF:]G oo omtitostes lssued To lssued By Expiration Dt Purposes
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“Allgemein (General)” folder

This is where the certificate infor-
mation is displayed.

“Details” folder

This is where you will find detailed in-
formation about the certificate dis-
played (e.g. serial number, valid until,
applicant with CN...).

1. You can copy the individual details
you require or

2. save the public certificate.

Allgemein  Detgils  Zertifizierungspfad

E Zertifikatsinformationen

Dieses Zertifikat ist fiir folgende Zwecke beabsichtigt:

» Garantiert dem Remotecomputer Thre Identitat
» Smartcard-Anmeldung

*=Weitere Infos finden Sie in den Angaben der Zertifizierungsstelle.

Ausgestellt fiir: Lyoth Gabriglle TWZE7E

Ausgestellt von: Swiss Government Enhanced CA 02

Giiltig ab 29.03. 2023 bis 29.08.2026

Zertifikat installieren. .. Ausstellererklérung

OK

Allgemein  Details  Zertifizierungspfad

Anzeigen: zAlle> w
Feld Wert
[ serenummer G
DSignaUJralgoriﬂ'umus sha256R5A
E|Signah_|rhashalg0riﬁ1mus sha256
DAussteIIer Swiss Government Enhanced ...
DGUItig ab Dienstag, 29. August 2023 13...
EIGUIt'g bis Samstag, 29. August 2026 13:...
DAnt'agsteller Lyoth Gabrielle TWZ&7B, Weis...

[E=] Aefamtichar Grhliessl RSA (N47 Rited

CN = Lyoth Gabrielle TWZ67E
Ol = Weisse Seiten

0 = Admin 1
C =CH

m
g
m
@
B
[l
i
]
W]
M
m

In Datei kopieren...

QK
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p | Zertifikat X

Allgemein  Details Zertifizierungspfad

Zertifizierungspfad
@ Swiss Government Root CA I 1

@ Swiss Government Enhanced CA 02
&[] Lyoth Gabrielle TWZE7E

Folder “Zertifizierungspfad (certifi-
cation path)”

1. The certification path is displayed
here.

2. The certification status is dis- Zertfiat anzeigen

played here.

Zertifizierungsstatus: 2
Dieses Zertifikat ist gliltig.

oK
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