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If you enter your PIN for the Class B certificate incorrectly four (4) times, it will be blocked. You can un-
block your PIN again using the “PIN Reset Wizard” tool. 

You can find training videos and a process description on our PKI homepage. 

 

PIN Reset - Resetting the PIN for Class B Smartcard 

 

  

https://www.bit.admin.ch/en/sg-pki-training-videos
https://www.bit.admin.ch/en/sg-pki-processes-pin-reset
https://www.pki.admin.ch/
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Notes 

Item Explanations 
1 The smartcard is blocked. 

2 The certificate holder contacts the service desk (or a PIN reset superuser) by tele-
phone 

3 The service desk verifies the identity of the caller using the personal ‘magic ques-
tions’ stored at the service desk. 

4 The service desk uses the PKI web application to generate the PIN reset ticket. To 
do this, the serial number of the blocked smartcard 

5 The person holding the certificate is instructed by the service desk to contact the 
nearest PIN Reset User (PRU). 

6 The certificate holder takes the blocked smartcard to the PRU. 

7 The PRU* identifies the certificate holder, either because they know them per-
sonally or have checked a valid form of identification. 

8 After the locked smartcard has been introduced, the wizard searches for the corre-
sponding ticket in the PKI system. 

9 
The required PUK is transmitted from the PKI system to the Wizard in encrypted 
form. The certificate holder enters the new PIN and the Wizard unlocks the card 
with the PUK and simultaneously sets the new PIN. 

10 The card is unblocked and ready for use again. 
 
 
 
 
 

 

 
 

* Who is a PRU? 

• Each and every person holding a smartcard with a class B certificate is an ‘PRU 
(PIN Reset User)’. 

• No special authorisation is required in the PKI system for this. 
• Details of the PIN reset process can be found on the PKI homepage. 

 

https://www-pki-admin.ch/
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Procedure for ‘PIN Reset Superuser/Service desk’ 
Authorisation for the ‘PIN reset superuser/service desk’ function is issued by the Swiss Government 
PKI on the personal class B certificate. This authorisation can be requested using the ‘PIN Reset für 
Superuser/Servicedesks application form. 

 

Start the URL for creating an eTicket 
in the PKI system 

 

 

Search for the user 

• using ‘name*’ (important: enter * 
after the user’s name) 

or 

• using the serial number of the us-
er's smartcard. 

 

If there are several options, click on the 
correct user and start the request with 
the “Anfrage” button. 

 

 

Information: 

The name of the policy is displayed in 
addition to the user’s name. This can 
help you to select the correct user. 

  

https://www.bit.admin.ch/de/sg-pki-formulare-und-dokumente-klasse-b
https://www.bit.admin.ch/de/sg-pki-formulare-und-dokumente-klasse-b
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First, check the information: 

• Token serial number 
• CN (Common Name) 
• Status 
 

Identify the customer based on 

• telephone number 
• face-to-face with ID/passport 
• you may know the person 
 

AND 

• With the revocation passphrase 
(ask question) in the box. 

 

Click the box to confirm successful 
identification, 

 

OR 

 

if not successful, cancel the process. 

 

 

 

 

 

 

 

 

If the identification is successful, the 
‘Start PIN reset request’ button (in 
green) will appear after the checkbox 
has been set. 

 

Click on this button to open the ticket.  
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The name of the certificate's policy is 
recalled. 

You may receive a warning message if 
the users you are looking for have cer-
tificates issued by several different pol-
icies. This is how you can verify that it 
is the right person and/or smartcard.  

 

Close the browser or proceed with an-
other eTicket for a new PIN reset. 

 

 

Procedure for the PRU (PIN Reset User) 
Important: an additional smartcard reader is required. 

 

 

 

 

As PRU, open the PIN Reset Wizard 
and log in with your class B certificate. 
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Click ‘Weiter’. 

 

 

 

 

 

 

Now insert the blocked smartcard 
into the additional reader. 

 



 

 Quick Guide PIN Reset – Resettin the PIN for Classe B Smartcard / V2.0  

 

PUBLIC 

7/8 

 

As the PRU, you now identify the 
person who requires the PIN reset. 

 

The identity is verified by means of an 
ID/passport, or you know the person 
personally. 

 

Confirm successful identification. The 
‘Weiter’ button is activated. Continue 
with this. 

 

Important: 

If you are unable to clearly identify 
the person, the process must be can-
celled at this point. 

 

 

The smartcard information is dis-
played. 

 

The person with the smartcard that 
was previously blocked can now enter 
the new PIN. 

 

After that, click on ‘Weiter. 
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The PIN has been changed. 

 

Close the PIN Reset Wizard. 
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