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The LRA application, also known as the Certificate Management Console (CMC), is only available on 

the BAB client under Swiss Government PKI – Officer Tools. Among other things, the application can 

be used to issue and revoke certificate classes A, B, C Standard and C Customised. 

This quick guide is part of the CMC documentation and specifically refers to the revocation. You can 

find further quick guides for the CMC application on our PKI homepage. 

 

https://www.bit.admin.ch/en/swiss-government-pki-en
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1. Login with existing profile 

For this step, you need a fully configured CMC profile. Instructions for creating such a profile can be 

found in a separate document. 

Start the LRA application.  

 

After starting the application, click on 

“Log on”. 

 

Click on your LRA Officer profile in the 

list and confirm your selection with 

“OK”. 

 

Enter your smartcard PIN in the text 

box and then press “OK” again. 

 

https://backend.bit.admin.ch/fileservice/sdweb-docs-prod-bitadminch-files/files/2024/12/02/2c41fd3e-fa90-4a8c-8aae-d13691a7baba.pdf
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2. Revoke certificates 

Once you are logged in, the menu will 

expand to include the “Registration” tile. 

It may take a while for the menu bar to 

load fully. 

When completed, click on the “Search” 

option in the tile. 

 

Make sure that the “Include groups in 

my search” checkbox is activated in the 

search mask. 

Now use the search options to search 

for the certificate to be revoked. You can 

abbreviate the term by adding an  

asterisk (*). 

Click on the search icon to start the 

query ( ). 

 

All certificates that fulfill the search crite-

ria appear in the table. 

Double-click on the wanted entry. 

 

A new window will open for the selected 

entry. Check the information again to 

avoid any confusion. 

Then click on the red flag in the “Certifi-

cates” tab. 
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Click on “Next” in the revocation dialog. 

 

Select all the certificates in the list that 

you want to revoke. 

Click “Next” to confirm. 

 

Click on “Finish” to complete the revoca-

tion. 

 

The red flag in the respective line  

indicates that this certificate has been  

successfully revoked. 

The changeover from green to red may 

take a few minutes. 

 

 

 


