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V2.0

The LRA application, also known as the Certificate Management Console (CMC), is only available on
the BAB client under Swiss Government PKI — Officer Tools. Among other things, the application can
be used to issue and revoke certificate classes A, B, C Standard and C Customised.

This quick guide is part of the CMC documentation and specifically refers to the revocation. You can
find further quick guides for the CMC application on our PKI homepage.
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https://www.bit.admin.ch/en/swiss-government-pki-en

1. Login with existing profile

PUBLIC

For this step, you need a fully configured CMC profile. Instructions for creating such a profile can be

found in a separate document.

Start the LRA application.

After starting the application, click on
“Log on”.

CMC Station

J Log on

7< Quit

A0
Time Stamp Message
' 2025/01/20 - 08:21:19  Started CMC Application version 1.13.2.1

Click on your LRA Officer profile in the
list and confirm your selection with
“OKH.

Logon with profile

|

Z X
RA Host LRA Officer Profile
https:/Jra.pk.admin.ch/RA ]
oK Cancel

Enter your smartcard PIN in the text
box and then press “OK” again.

Smartcard Password

Provide the Smartcard password for:
Smartcard serial number '82F 7986 1C6BF 1978,
Smartcard label ‘Swiss Government PKI' and madel 'ID Prime MC',

LRA Officer certificate serial number '63C26A 2AB 2A8FCEF 1IF3F 7750A893878C

Smartcard User

(¥
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https://backend.bit.admin.ch/fileservice/sdweb-docs-prod-bitadminch-files/files/2024/12/02/2c41fd3e-fa90-4a8c-8aae-d13691a7baba.pdf

2. Revoke certificates

PUBLIC

Once you are logged in, the menu will
expand to include the “Registration” tile.
It may take a while for the menu bar to
load fully.

When completed, click on the “Search”
option in the tile.

CMC Station
Log off

7< Quit

Registration B
5 Register
5 Offline Tasks

= Collect Pending Certificates
@ Authorize Requests

] My pending autharizations x Ij
Time Stamp
' 2025/01/21 - 08:33:13  Certificate Collection thread (Id '21868"
' 2025/01/21 - 08:33:08  Policies Watch thread (Id "19672') chec)
| 2025/01/21 - 08:32:36  Connection Watch thread {Id '14364') u
' 2025/01/21 - 08:30:09  Certificate Collection thread (Id '21868"
' 2025/01/21 - 08:28:01  Policies Watch thread (Id "19672') chec)
| 2025/01/21 - 08:27: Connection Watch thread (1d "14364) u
' 2025/01/21 - 08:27:04  Certificate Collection thread (Id '21868"

Message

% Search

Make sure that the “Include groups in

Double-click on the wanted entry.

Tssuer Name Email

Common Name

| Certificate SN | valiity Start | vaiiity End

18 Common Name Enke* () Smartcard SN ™
my search” checkbox is activated in the et Ottsetue
[ Certificate SN [ Not after E
sea rCh mas k Account ID [ External D 18 Add my search results to the existing list 4
Tnsurance Number @ndude groups inmy search »
NOW use the SearCh OptionS tO SearCh Common Name Tssuer Name Emal | certifcate s | vaidity start | vaicity End | smartcard sy
for the certificate to be revoked. You can
abbreviate the term by adding an
asterisk (*).
B Hachrichten
Click on the search icon to start the 1L
query (#).
All certificates that fulfill the search crite-  [g= " E— “ =
ria appear in the table. [ Oz |!
([ certificate SN (Mot after = |
Account ID / External ID 8 Add my search results to the existing st & I
Insurance Number 8 Indude groups in my search 2 E
|

Enke Felix TESTT... . |FELIX.TEST.ENKE@L. .. | 4DC313C660D... | 2025/01/21 08:... | 2028/01/21 08:

[ Enke Felix TESTT... Swiss GovernmentEn... FELD(TEST.ENKE@EL.. 29EB16B2ADES... 2025/01/2108:. 2028/01/2108:.. 9IFFDAAIZFS3
[ Enke Felix TESTT... Swiss GovernmentEn... FELIX.TEST.ENKE@SL.. 38ESEASFC327.. 2025/01/2108:.. 2028/01/2108:.. 91FFDAASIFE3.
P Enke Feii TESTT... Swiss GovernmentEn... FELIX.TESTENKE@EL.. 17FC265578C7... 2025/01/03 10:.. 2028/01/09 10:... EF67CEB2A44S

EF67CBB2A448

P Enke Felix TESTT... Swiss Government En... |
EF67CBB2A448... |
|
|

P Enke Felix TESTT... Swiss GovernmentEn. ..
P Enke Fel TESTT... Swiss Government En...
P Enke Felix TESTT... Swiss Government En...
P Frke Feli TEST ... Swiss Government Fr.

PENETEON (4 Auftrage durchsuchen

FELIX.TEST.ENKE@BL... 78955CAF6EDS... 2025/01/09 10:...
FELIX.TEST.ENKE@EL... 4EAE4C9647D9... 2025/01/08 10:...
FELIX.TEST.ENKE@BL... 27DCSBD2B0SE... 2024/12f16 11
FELIX.TEST.ENKE@BL... 547026B9C328... 2024/12f16 11:...
FFITX TEST FNKF@AT.___ 450055018204, 9074/1/16 11

2ETI5CHB 118,
2E795C94B118.
JF 7Q5C04R11R,

057/12/16 11

NUM

A new window will open for the selected
entry. Check the information again to
avoid any confusion.

Then click on the red flag in the “Certifi-
cates” tab.

—
"/ Order for Enke Felix TESTTREPECY  x ~
o P RS B

rtificates G ged

| |

| | | serial Number
T . =2 ADC313C660D203D79B54CTSERG1EA... Enke Felix TEST TREPECY
& s> 20E316B2ADE536D150B067351DIFETS Enke Felix TEST TREPACY
Lol

| Common Mame | Issuer Name | Email

Swiss Government Enhanced CA 02 felix.test.
Swiss Government Enhanced CA 02 felix test.

== 38ESEABFC327T11FR44D076A14BBAS5..  Enke Felix TEST TREPACY Swiss Government Enhanced CA 02 feli test.

1[4 » |+ "LRAO" issued certificate set

{8 Common Name Enke® () smartcard S/N #
COEmail [CINot before 51.01.2025 |
Doetmsn Cresss

Account 1D / External ID 18 Add my search results to the existing st

o |Q |

Insurance Number 18 Include groups in my search
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PUBLIC

Click on “Next” in the revocation dialog.

—
I¥ Revoke certificate(s) X

Revoke end user certificate(s)

< Back Cancel Help

Select all the certificates in the list that rh-l-?ew;ke certificate(s) X
you want to revoke. Revoke certificate(s) r
Select the certificate(s) to revoke
Click “Next” to confirm. =
Serial Number | start valdity | End valiity

|1| 4DC313C660D2D3D79B54C75E. .. 2025/01/21 08:25:51 UTC 2028/01/2108:25:511
29E816B2AD6536D 150B06735... 2025/01/21 08:25:51 UTC 2028/01/2108:25:511
3BESEABFC32711F844D076A1.., 2025/01/2108:25:51UTC 2028/01/2108:25:511

|
L < Back Cancel Help

Click on “Finish” to complete the revoca-
tion.

f H Revoke certificate(s) X 1‘

Click ‘Finish" to complete or 'Cancel to exit.

< Back Cancel Help J

The red flag in the respective line
indicates that this certificate has been
successfully revoked.

The changeover from green to red may
take a few minutes.

T ——
: / ‘Order for Enke Felix TEST TREPS8CV X

LN R R =

(€l 13 Registration Documents  Revocation Q&A Managed Token Renewal Rules

I: 'a? I

‘ ‘ | Serial Number | Common Name | Issuer Name
r' . &3 4DC313C660D2D3D7IB34CT5SEEE18A...  Enke Felix TEST TREPECY Swiss Government Enhan
r’ & =2 29EB16B2AD6336D150B0673519D9FE18  Enke Felix TEST TRBPBCY Swiss Government Enhan
P/ £ =5 3BESEASFC32711FB44DOTEA14BAASS... Enke Felix TEST TRAPSCY Swiss Government Enhan

SLD T o sses oot st
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