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Quick Guide

Creating an LRA-Officer profile (CMC)

Status: released V2.0

The LRA application, also known as the Certificate Management Console (CMC), is only available on the
BAB client under Swiss Government PKI — Officer Tools. Among other things, the application can be
used to issue and revoke certificate classes A, B, C Standard and C Customised

An LRAO officer profile must be created before the application can be used, which is what this quick
guide refers to. You can find further quick guides for the CMC application on our PKI homepage.
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https://bit.admin.ch/en/sg-pki-swiss-government-pki-en

1. Create profile

PUBLIC

Start the LRA application.

After starting the application, click on
“Log on”.

Bovc- 113218770

MC Station  Ansicht  Hilfe

CMC Station

& togon
/< Quit
l A0
Time Stamp Message
£ 2025/01/20 - 08:21:19  Started CMC Application version 1.13.2.1
Click on the circled icon to add a new Logon with profile x
profile.
Q= =
RA Host LRA Officer Profile
There are no items to show in this view.
OK Cancel
Click on “Next”. BB LRA Officer Smartcard Profile x
i~
a | Define a smartcard logon profile
Mext > Cancel Help
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PUBLIC

Enter a profile name in the text field: for " Bnam

example, your common name (CN) con- Profile Name a3
sisting of last name, first name and suf- LRA Officer Connection Profile
fix.

Then click on “Next”.

Profie name Muster Hans gXI6B3
< Back Mext > Cancel Help
Enter the RA Host URL in the text field D; Host |
(https://ra.pki.admin.ch/RA) and click A Host Name 8
“Next”. The remote host name to connect to. 4

RA Host https: [jra.pld.admin.ch/RA

< Back Mext > Cancel

Select the “SafeNet smartcard” option rﬂ Smartcard
from the drop-down menu. Salect » semartcard

The smartcard contains an LRA Officer certificate
Wait until the view is updated and your
smartcard is displayed in the table.

R = I

Smartcard v | .

Gemalto smartcard
Msome

There are no items to show in this view.

_—
< Back MNext > Cancel Help

Select the line with your card and then [ e

click on “Next”. P
The smartcard contains an LRA Officer certificate

&

Smartcard  Safehet smartcard s

I Suiss Government PRI 1D Prime MD

< Badk Next > Cancel Help
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PUBLIC

Select the certificate with the purpose
Client Authentication in the table.

You can use the SafeNet Authentication
Client application to find out which cer-

H'i ertificate

LRA Officer certificate
Select the smartcard profile certificate

L

. ) Common N Serial# | start valdity | End validi
tificate is the correct one. ame | | i o
Lyoth Gabriele TWZ678 2026/08/29...
Lyoth Gabrielle TW2678 2026/08/29...
Then click the “Next” button. Lyoth Gabriele TWZ678 2026/08/25...
SafeNet Authentication Client 01?8
Safehlet Atrertcaton Cert Toos [AlAT=]
#% Tohiara
~ [ Sein Goverment P10 T
v [5) User cotcaten Sutel nssar
ey ndw oo+
Dommoun E:;
B e P pese e Dt At S |
< Back Next > Cancel Help
. . . —— —— . — —
Confirm the dialog with «Yes». | LRA
The selected certificate ist not a standard LRA Officer

& =

+ | issuance.
Do you want to use this certificate?

Yes No
Click on the «Finish» button to save the ¥ LRA Officer Smartcard Profile 52 W
profile.
Select 'Finish' to create profile
< Back Cancel Help

Your profile is now saved on the LRA
application and can be selected directly
when you log in again.

Logon with profile X
CMC Station = =
& logon 1 & X
RA Host LRA Officer Profile
7 Quit https:ffra.pki.admin.ch/RA  Muster Hans gXI683

oK Cancel
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